Avoiding the pitfalls of e-procurement portals: a check list for the back office
	[image: image1.png]


 

	Mr  van der Valk is Co-Chair of the ICC Task Force
on Security and Authentication for the Commission
on E-Business, IT and Telecoms


By Christiaan van der Valk, Vice President Compliance, TrustWeaver, and Co-Chair of the Task Force on Security and Authentication for the Commission on E-Business, IT and Telecoms, International Chamber of Commerce. Please note that the views expressed in this article are those of Mr Van der Valk.
Small and medium-sized suppliers are often requested to use e-procurement portals provided or prescribed by larger buyers. While these e-procurement systems make the administrative side of a business transaction much smoother, a supplier must seriously consider several legal and security issues critical for managing business risk and complying with regulations. If not, a supplier could be subject to stiff sanctions and penalties.
Back office operations must make sure these issues are sorted out before converting from paper-based B2B processes to an all-electronic system. Reading the fine print in a contract with an e-portal and double-checking to make sure the portal has fulfilled all of a firm’s tax and customs obligations is also crucial to ensure adequate safeguards for sensitive personal and commercial data.  
You would not want your competitors seeing your prices or catalogues. So the data your business provides to an e-procurement source must be protected to prevent theft, espionage or corruption − not only when it travels over the network, but within the procurement system.
An adequate level of security with your e-procurement portal must also include measures to create a good information trail. You must be able to demonstrate the invoice data you entered if a customer claims the amount which comes out on the other end has fewer zeroes.
These safeguards concern the private sphere, where it will not be held against your firm if data diligence flags a bit.
Tax and Customs Requirements 
But protecting your data to meet tax and customs requirements is another matter entirely.  Here a company is at major risk of incurring official sanctions − regardless of the business risk involved.

If the B2B communications of a company routinely include personal data, the company should make sure it clearly states in its contract with the e-procurement portal that the data will be handled in accordance with the strict limitations of applicable data protection law.
It gets a bit more complicated when making sure your company has adequate safeguards in place with e-portals on taxes and customs obligations. Paper originals of trade documents, such as invoices, are recognized as originals by fiscal administrations in all countries. This is not always the case with electronic documents.  So before you convert from paper originals, double-check that your electronic B2B communications meet the requirements of all jurisdictions.
When supplying goods across national borders, some customs authorities accept electronic data but may require the data be presented in specific formats or be authenticated using specific methods. Make sure your export documents meet these requirements. The data from the procurement process must be available in the right format to give to your transporter or customs agent.
When supplying goods domestically within some Latin American countries or trade blocs such as the European Union, a company must pay careful attention to the electronic invoice.  Tax administrations in these jurisdictions often impose specific rules on security safeguards. A company that has not scrutinized the tax compliance of an e-procurement portal risks incurring a hefty fine.
In data transmission and storage, tax rules for electronic invoicing usually require that a company ensures its data has not been changed and verifies the claimed source of the data. Many tax laws detail the security measures to be taken and usually require a digital signature, thus building on e-signature laws that have been in place in most countries since the late 1990s.
A digital signatures is a data “fingerprint” which is encrypted by a key and can be easily decrypted and matched to an original invoice, and it is fast becoming the reliable authentication standard. 

Because tax law harmonization on data transmission and storage is in a nascent stage, a supplier is often forced to meet specific national tax standards for each country it supplies. In an attempt to simplify these requirements, B2B service providers from countries such as EU member states may offer a short cut. Called ‘e-invoice issuance outsourcing,’ the e-portal offers to issue an invoice ‘in name and on behalf of’ suppliers. But beware: the supplier remains responsible for all tax obligations – so before signing on the dotted e-line, a supplier must make sure the e-portal has fulfilled all the supplier’s tax requirements.
In addition, such ‘e-invoice issuance outsourcing’ arrangements often require explicit contracts between the supplier and the B2B service provider. If the e-portal does not offer issuance outsourcing and signatures that meet compliance requirements, a supplier will need to integrate compliant signature technology into its own system. This often requires close collaboration with the B2B service provider that processes the signed invoice. Accompanying the digital signature, the supplier or B2B service provider must acquire a ‘public key certificate’ from an approved ‘certification authority.’

Whichever issuance method is used, both parties to the sales transaction must store the invoice in a way that guarantees integrity and authenticity during the mandatory storage period, which varies from three to 11 years.
Using a digital signature for issuance and transmission has another important benefit: the ease of auditing a stored e-invoice. But whichever archiving solution a company chooses, it should be robust enough to protect against file corruption or destruction of the signed e-invoices. A company’s usual data storage methods may not be enough to please the taxman.
One last thing: storage abroad is not always permitted, and even when it is there may be specific conditions. But wherever you store e-invoices, relevant national tax authorities must be given access to them after giving a reasonable notice period to the supplier. If your back office follows this list of tips, you will be able to rest easy, knowing communications with your customers are safe, reliable and protect you against a host of possible risks.
As the Co-Chair of the International Chamber of Commerce’s (ICC) task force on security and authentication, I am part of a team that is raising awareness of the need to improve network and information security in companies. To that end, we will publish shortly a toolkit for small businesses on the importance of network and information security. Our work is part of the ICC Commission on E-business, IT and Telecoms (EBITT), which consists of users and providers of information and communications technology and network services from developed and developing countries. EBITT develops best practices and global voluntary rules on a range of critical issues for business. Many of the tools and policy positions developed by EBITT receive a global hearing through another ICC initiative, Business Action to Support the Information Society (BASIS), which serves as the voice of business in the emerging global dialogue among business, government, civil society and the technical community over the future shape of the information society.
For more information about BASIS visit www.iccwbo.org/basis 
